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1. INTRODUCTION

Under Component | of the A Smart Network for Technology Transfer and Commercialisation with
Funnel Model (SMARTNET) project, one of the primary activities is Activity 1. Establishment of TTI
Network and Development of Institutional Infrastructure which aims to establish and operationalize
SMARTNET by delivering training, mentoring/consulting and fundraising services to the target groups
for supporting them to commercialize their technology-oriented business ideas.

Activity A.1.1. Development of TTI Network Software Platform focuses on the design, development,
and operationalisation of the SMARTNET Artificial Intelligence Based TTI Network Software Platform
(SMARTNET Platform).

The Smartnet MIS Platform is designed as a web-based Management Information System (MIS) to serve
as a comprehensive commercialization automation software and Al supported management decision
support system. It aims to facilitate the coordination of technology transfer and commercialization
activities while enabling efficient information flow among various stakeholders within the network. The
platform consists of a set of modules tailored to address specific needs and provides a robust framework
for managing and streamlining key aspects of the commercialization process.

The Smartnet MIS Platform offers a range of functionalities to support the ecosystem of Technology
Transfer Intermediaries (TTls) and stakeholders involved in entrepreneurship, mentoring, investment,
and intellectual property management. By leveraging integration web services, artificial intelligence, and
decision support capabilities, the platform enables seamless collaboration, data exchange, and informed
decision-making.

This report provides a combined overview of the deployment process and system integration activities
carried out for the Smartnet MIS Platform. This report encompasses both a Deployment Report (DR)
section, covering the deployment process, environment, activities, user acceptance testing (UAT) and
results; as well as a System Integration (SI) results section, which outlines the integration strategy,
components, integration testing, and its results.

The layout of this document’s contents is as follows:

e Deployment Process: The deployment process outlines the steps taken to set up and configure
the Smartnet MIS Platform for production. It includes activities such as server configuration,
software installation, database setup, and network connectivity.

o Deployment Environment: The deployment environment describes the hardware and software
configuration of the server hosting the Smartnet MIS Platform. It provides details about the CPU,
RAM, storage capacity, operating system, database, web server, and network infrastructure.

o Deployment Activities: The deployment activities encompass the tasks performed during the
deployment phases of the Smartnet MIS Platform, including server provisioning, software
installation, database configuration, application deployment, and system configuration in order
to make the Smartnet MIS Platform operational.

e User Acceptance Testing (UAT): The user acceptance testing phase focuses on validating the
functionality and usability of the deployed modules of the Smartnet MIS Platform from an end-
user perspective. This section discusses the UAT activities conducted, including test planning,
test execution, and user feedback collection. It provides insights into the user acceptance of the
platform and any necessary refinements made based on user feedback.
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o Deployment Results: The deployment results section evaluates the outcomes of the deployment
process. It assesses the stability, functionality, and performance of the platform after
deployment.

e Integration Strategy: The integration strategy outlines the approach adopted for integrating the
Smartnet MIS Platform with both internally developed modules and external systems, outlining
the objectives, scope, and methodologies used to ensure seamless interoperability between the
platform modules and other systems.

e Integration Components: The integration components section focuses on the specific
integrations performed as part of the system integration process. It includes integration with the
mail systems, single sign-on (SSO) integration with the e-Learning platform (ME-Learning), and
other integrations with external system.

e Integration Testing: The integration testing phase verifies the interoperability and reliability of
the integrated components within the Smartnet MIS Platform providing insight on testing
methodologies, test scenarios, and test results of the integration process.

e Results & Conclusion: The conclusion section summarizes the findings and outcomes of the
deployment process. It reflects on the successful deployment of the Smartnet MIS Platform,
highlighting key achievements, challenges overcome, and lessons learned as well as summarising
the outcomes of the system integration activities.

2. DEPLOYMENT REPORT (DR)

This section provides an overview of the successful deployment process of the Smartnet MIS Platform,
highlighting the activities, environment, and results of the deployment. It outlines the systematic
approach taken to provision the server, conduct test deployments, and transition to the production
environment.

The section also encompasses the user acceptance testing on the deployed modules and components,
where the functionality and usability of the platform were validated from an end-user perspective.

2.1 Deployment Process

The deployment process for the Smartnet MIS Platform was envisaged and performed as a compound

workflow with a repeating cycle as follows:
Configuration - ’ Testing &

& System Quality
Integration Assurance
Server Software Database Module
Provisioning Installation Configuration Deployment
. User
Review Acceptance
Results P

b Testing (UAT)
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Server Provisioning:

The server was provisioned with the required hardware specifications, including 4 CPUs 2.5GHz x64,
16GB of RAM (with dynamic upgradeability), and 200GB of storage space. The server was configured
with Windows Server 2016 as the operating system, Microsoft SQL Server 2019 for the database, and
Internet Information Server (11S) 10.0 for hosting the web application.

Software Installation:

The necessary software components for the Smartnet MIS Platform were installed on the server. This
included installing the Windows Server 2016 operating system, Microsoft SQL Server 2019 for the
database, and Internet Information Server (IIS) 10.0 for hosting the web application.

Database Configuration:

The database for the Smartnet MIS Platform was configured, including the creation of the necessary
database schema, tables, and indexes. Security measures were implemented, such as setting up user
access controls and encrypting sensitive data. The database was optimized for performance and
scalability to handle the anticipated workload.

Application/Module Deployment:

The Smartnet MIS Platform application (or a new version containing new modules) was deployed on the
server. This involved transferring the application files and configuring the necessary settings, such as
connection strings and application-specific configurations..

System Configuration & Integration:

Various system configurations were performed, including network connectivity, firewall rules, security
features, and server optimization. Third-party integrations, such as integration with the mail system, SSO
integration with the e-Learning platform, and other external integrations, were also configured during
this stage.

Testing and Quality Assurance:

Thorough testing and quality assurance were conducted before making the Smartnet MIS Platform
available to users. This included functional testing to ensure all features and modules of the platform
worked as expected, performance testing to assess system response under different load conditions,
security testing to identify vulnerabilities, and user acceptance testing (UAT) to gather feedback from
stakeholders and address usability issues.

User Acceptance Testing (UAT):

During the UAT phase, a select group of users, including ERA members and stakeholders, tested the
Smartnet MIS Platform in a real-world environment. This allowed for the validation of the platform’s
functionality, usability, and performance. Feedback gathered during the UAT phase was analyzed,
collected in JIRA and necessary improvements or refinements were made based on user input.

Review Results:

After completing the necessary testing and refinement iterations, the Smartnet MIS Platform was
considered ready for deployment to the production environment. The deployment results were
reviewed to ensure the platform’s stability, functionality, and performance based on the testing and UAT
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feedback. This evaluation served as a basis for the decision to move forward with the next module in
platform’s deployment.

2.2 Deployment Process

The deployment environment for the Smartnet MIS Platform consists of a server configuration with
specific hardware and software components, along with a network infrastructure provided by the ERA,
the Yildiz Technical University (YTU). The details of the deployment environment are as follows:

Hardware Configuration:

e CPU: The server is equipped with 4 CPUs running at a clock speed of 2.5GHz. The CPUs are x64
architecture, providing efficient processing power for the platform.

o RAM: The server is equipped with 16 GB of RAM, which is dynamically upgradeable without
taking the server offline allowing for flexible memory allocation based on the platform’s
requirements, ensuring optimal performance.

e Storage: The server has an initial storage capacity of 200 GB. This provides sufficient space to
store the necessary files, databases, and other resources required for the Smartnet MIS
Platform.

Software Configuration:

e Operating System: The server runs on Windows Server 2016, providing a stable and secure
environment for hosting the platform supporting robust features and supports various
applications and services.

o Database: The database management system used for the Smartnet MIS Platform is Microsoft
SQL Server 2019. This powerful database platform ensures efficient data storage, retrieval, and
management, supporting the platform’s data-intensive operations.

e Web Application Server: The web server utilizes is Internet Information Server (11S) 10.0. lISis a
reliable and widely-used web server that enables the hosting and delivery of web applications,
providing seamless access to the Smartnet MIS Platform for users.

Network Infrastructure:

The network connectivity for the Smartnet MIS Platform is provided by a direct connection to the ERA,
Yildiz Technical University (YTU). The university offers a fast fiber optic connection, ensuring high-speed
and reliable communication between the platform and its users providing a robust network
infrastructure enabling efficient data transfer, thereby seamless user interactions and optimal platform
performance.

2.3 Deployment Activities

Throughout all the deployment activities, proper integration testing, quality assurance, and user
acceptance testing (UAT) were conducted by the software development team. These measures ensured
the stability, functionality, and usability of the platform at each stage of deployment, facilitating a
seamless and successful rollout of the Smartnet MIS Platform, individual timeline of deployment
activities are as follows:
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Server Provisioning:

On November 4, 2022, the Information Technologies department of YTU provisioned the server for the
Smartnet MIS Platform. The necessary hardware resources, including CPU, RAM, and storage, were
allocated to support the platform’s operations. VPN and RDP information were provided to facilitate
secure remote access to the server.

Test Deployment and System Management Integration:

On November 21, 2022, the first test deployment of the Smartnet MIS Platform took place. The System
Management Module and the preliminary version of the Content Management Module (for the public-
facing Web Portal) were integrated and deployed on the domain smartnet.yildiz.edu.tr. This initial
deployment allowed for testing and validation of the platform’s core and basic functionalities.

Domain Name Change and Updated Module Deployment:

To avoid confusion among YTU students and external users, on December 15, 2022, the domain name
was changed to test-smartnet.yildiz.edu.tr. Additionally, updated modules, including the preliminary
version of the Entrepreneur Management module, were deployed on this date. Tis deployment
expanded the functionality of the platform and paved the way for the platform to start internal alpha-
testing of the essential features required for managing entrepreneurs.

The same day, ME-Learning platform was also deployed to its respective server and the single sign-on
(SS0) integration between the Smartnet MIS Platform and ME-Learning was configured and tested.

Closed Alpha-Testing:

Starting on January 24, 2023, closed alpha-testing commenced on the developed modules deployed on
the domain test-smartnet.yildiz.edu.tr. This phase involved the deployment and integration tests for
the completed System Management Module including User and Role Management, Login Subsystem,
Password Recovery, Content Management Module, and the updated Entrepreneur Management
Module. ERA members actively participated in the testing process, providing valuable feedback and
insights to improve the platform’s functionality and user experience.

Production Server Preparation and Beta-Program Initiation:

Upon the completion of the Entrepreneur Module on March 15, 2023, the production server was
provisioned under the domain name smartnet.global. Subsequently, on March 20, 2023, the first beta-
program was initiated, inviting approximately 30 entrepreneurs to participate. This beta-testing phase
allowed for the first real-world user feedback and further validation of the platform’s performance and
usability.

Live System Deployment and Module Rollout:

Building upon the feedback received from the beta-program and with the approval of ERA, the TAT
proceeded with the deployment and opening of modules of the Smartnet MIS Platform. On March 28,
2023, the first call for entrepreneurs on the live system was initiated. This was followed by the
deployment and opening of the Mentorship Module on April 3, 2023 and the Investor module on April
17, 2023, after a successful beta-testing period conducted by ERA members and a closed group of invited
users.
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Intellectual Property Rights (IPR) Module Deployment:

On May 22, 2023, the IPR module was deployed to the production server. This module provided
functionalities related to managing and protecting intellectual property rights and best practices within
the Smartnet MIS Platform, catering to the needs of the ERA and other institutional partners and
stakeholders in the ecosystem.

Reporting Module Operationalization:

While the Reporting Module was present by design in all available modules, May 22, 2023 saw the final
operationalisation of the module on the Smartnet MIS Platform enabling the generation of standard and
custom reports, providing users with data export capabilities, valuable insights and data-driven decision-
making capabilities.

Artificial Intelligence (Al) Module Deployment:

The final module deployment occurred on May 26, 2023, with the deployment of the Al Module. This
module leveraged Artificial Intelligence (Al) technologies to enhance decision support and provide
advanced features to both the users and the adminsitrators of the Smartnet MIS Platform.

2.4 User Acceptance Testing (UAT)

During each deployment activity, multiple tests in the form of Production/Live Environment Control
Testing and Production/Live Environment UAT Testing were performed to ensure that the platform met
the requirements and expectations of its intended users.

While exhaustive details of the testing processes were shared in the Test Specification (TS) Document,
it should be noted that the tests involved defining test scenarios and cases that covered various aspects
of the platform, such as user registration, module functionalities, data entry, reporting, and integration
points. These test cases were designed to simulate real-world scenarios and user interactions to evaluate
the system’s performance and user experience.

The test execution phase involved executing the defined test cases and scenarios by first from the
development team during the Production/Live Environment Control Testing and by a group of selected
users who represented the target audience. Testers were provided with detailed instructions and
provided access to the live version of the Smartnet MIS Platform and encouraged to explore the
platform, perform tasks, and provide feedback on their experiences.

To streamline the user feedback collection process, JIRA was utilized as an issue tracking and project
management tool. Testers were instructed to log any issues, bugs, or usability concerns they
encountered during the testing phase directly into JIRA, or convey their experience to the TAT team for
entry. This allowed for efficient tracking, prioritization, and resolution of the reported issues by the
software development team.

Throughout the UAT phase, regular communication channels, including direct phone access, were
established to address any questions or clarifications from the testers. Test progress, issues, and
resolutions were closely monitored and managed within JIRA, ensuring transparency and accountability.

The user acceptance testing phase proved to be crucial in identifying and resolving issues that may have
otherwise gone unnoticed. The feedback provided by the testers played a vital role in improving the
functionality, usability, and overall user experience of the Smartnet MIS Platform. The collaborative
approach between the testing team and the software development team, facilitated by JIRA, ensured
that user feedback was effectively captured and addressed.
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2.5 Deployment Results

The deployment of the Smartnet MIS Platform in all phases was executed smoothly and without any
major issues. The software development team of the Technical Assistance Team (TAT) demonstrated a
high level of professionalism and attentiveness throughout the deployment process. Their expertise and
dedication contributed to the successful implementation of the platform.

The Smartnet MIS Platform exhibited exceptional stability, functionality, and performance. The system’s
robust software framework and well-designed components played a crucial role in ensuring its reliability
and efficiency.

During each step of the deployment, rigorous testing and quality assurance measures were undertaken,
including Integration Testing and User Acceptance Testing (UAT). These activities, combined with the
careful attention to detail by the software development team, ensured that the Smartnet MIS Platform
met the requirements and expectations of its stakeholders.

Moving forward, continuous monitoring, maintenance, and updates will be crucial to ensure the
platform remains secure, reliable, and meets the evolving needs of its users. The deployment of the
Smartnet MIS Platform sets a solid foundation for the project’s success, and it is an exciting step towards
empowering entrepreneurship and fostering a vibrant entrepreneurial ecosystem.

3. SYSTEMS INTEGRATION (SI)

This section provides an in-depth analysis of the integration strategy employed for the Smartnet MIS
Platform. It outlines the objectives, scope, and methodologies used to ensure seamless interoperability
between various internal modules and external systems.

Particular focus is gicen to external integration components, including integration with the YTU mail
system, single sign-on (SSO) integration with the e-Learning platform (ME-Learning), and integration
with Google Recaptcha which significantly enhance the functionality and user experience of the
platform.

The section also delves into the technical details of the integration processes, emphasizing the
integration points and their significance in achieving a cohesive and integrated system. The Systems
Integration section provides valuable insights into the comprehensive approach taken to integrate the
Smartnet MIS Platform with various systems, showcasing its ability to seamlessly collaborate and
communicate with external entities.

3.1 |Integration Strategy

The integration of the Smartnet MIS Platform with internal modules and external systems is a critical
aspect of its successful implementation.

Objectives:

The primary objective of the integration strategy is to ensure seamless interoperability, enabling efficient
data exchange and functionality across different modules, components and external systems achieving:

e Seamless Data Exchange: The integration strategy aims to establish a smooth and reliable flow
of data between the various modules of the Smartnet MIS Platform. This includes sharing
information between the Entrepreneur Management, Mentorship, Investor, and Intellectual
Property modules, ensuring real-time updates and accurate data synchronization.
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e Enhanced User Experience: The integration efforts seek to create a seamless user experience by
integrating the Smartnet MIS Platform with external systems. This includes integration with the
YTU mail system, enabling email notifications and communication within the platform.
Additionally, Single Sign-On (SSO) integration with the e-Learning platform (ME-Learning)
simplifies user authentication and access control processes.

e Extended Functionality: The integration strategy aims to extend the functionality of the
Smartnet MIS Platform by integrating with external systems. For instance, the integration with
Google Recaptcha enhances the platform’s security by protecting against automated bots and
spam attacks.

Scope:

The integration efforts cover both internal modules and external systems. Internally, the focus is on
integrating the Entrepreneur Management, Mentorship, Investor, and Intellectual Property modules to
ensure seamless collaboration and comprehensive data management. Externally, the integration scope
includes the YTU mail system, ME-Learning platform, and Google Recaptcha.

Methodologies:

To achieve successful integration, the following methodologies are employed:

1. API-Based Integration: Application Programming Interfaces (APIs) play a crucial role in enabling
communication and data exchange between different modules and external systems. The
integration team utilizes well-defined APIs to establish seamless connectivity and ensure
standardized data exchange protocols.

2. Middleware and Integration Frameworks: Middleware technologies and integration
frameworks are employed to facilitate the seamless integration of diverse systems and data
formats. These tools provide a layer of abstraction, enabling data transformation, protocol
mediation, and message routing.

3. Data Mapping and Transformation: Data mapping and transformation techniques are utilized
to ensure compatibility between different data formats and structures used by various modules
and external systems. This involves mapping data fields, performing data validation, and
transforming data to meet specific requirements.

4. Integration Testing: Rigorous integration testing is conducted to verify the effectiveness of the
integration efforts. This includes testing data flow, system compatibility, and end-to-end
functionality across integrated components. Test scenarios are designed to cover various use
cases and ensure that data integrity is maintained throughout the integration process.

By employing these methodologies, our integration strategy aims to establish a robust and interoperable
Smartnet MIS Platform. This ensures seamless data exchange, enhances the user experience, and
extends the platform’s functionality through integration with internal modules and external systems.

3.2 Integration Components

As part of the system integration process for the Smartnet MIS Platform, several key integrations were
performed to enhance its functionality and ensure seamless interoperability with external systems. This
section outlines the specific integrations conducted, including integration with the YTU mail system,
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Single Sign-On (SSO) integration with the e-Learning platform (ME-Learning), and integration with
Google Recaptcha. These integrations play a crucial role in enriching the platform’s functionality,

improving user experience, and enhancing security measures.

Integration with the YTU Mail System:

Integration Point: The Smartnet MIS Platform was integrated with the YTU mail system to
facilitate efficient email communication and notifications within the platform.

Significance: This integration allows users, including entrepreneurs, mentors, and investors, to
receive important notifications, updates, and correspondence directly through the Smartnet MIS
Platform thru existing YTU email infrastructure.

Technical Details: The integration involved configuring the platform’s email functionality to
utilize the YTU mail server for sending and receiving emails. SMTP (Simple Mail Transfer
Protocol) was employed to establish the connection and ensure secure and reliable email
delivery.

Single Sign-On (SSO) Integration with the e-Learning Platform (ME-Learning):

Integration Point: The Smartnet MIS Platform was integrated with the e-Learning platform (ME-
Learning) using Single Sign-On (SSO) authentication.

Significance: SSO integration simplifies the user authentication process by allowing users to log
in to the Smartnet MIS Platform using their existing credentials from the ME-Learning platform.
This eliminates the need for users to remember multiple login credentials, enhancing user
convenience and reducing friction during the login process. It provides a seamless user
experience, promoting efficient access to both platforms and facilitating a unified learning and
entrepreneurial ecosystem.

Technical Details: The SSO integration involved implementing industry-standard authentication
protocols such as SAML (Security Assertion Markup Language) and OAuth (Open Authorization).
These protocols facilitate the secure exchange of user authentication information between the
Smartnet MIS Platform and the ME-Learning Platform. User identity and access rights are
securely transmitted, validated, and synchronized, ensuring that users can seamlessly navigate
between the two platforms without the need for multiple logins.

Integration with Google Recaptcha:

Integration Point: The Smartnet MIS Platform was integrated with Google Recaptcha to enhance
security measures and protect against automated bots and spam attacks.

Significance: By integrating Google Recaptcha, the platform strengthens its security defenses
and prevents unauthorized access or misuse. Recaptcha presents users with challenges, such as
identifying objects or solving puzzles, to ensure that the interactions are performed by humans
and not automated bots.

Technical Details: The integration involved embedding Google Recaptcha into relevant sections
of the Smartnet MIS Platform, such as user registration, login, and contact forms. The integration
process included generating unique APl keys from the Google Recaptcha service and
implementing the necessary client-side and server-side code to validate user interactions and
prevent spam or malicious activities. The integration ensures that the platform remains secure
and mitigates the risks associated with automated attacks and unauthorized access attempts.
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3.3 Integration Testing

Integration testing plays a crucial role in verifying the interoperability and reliability of the integrated
components within the Smartnet MIS Platform. This section outlines the testing phase conducted to
ensure seamless integration and robust performance. The testing methodologies, test scenarios, and
test results are provided below:

Testing Methodologies:

To validate the integration of deployed modules and components, a combination of manual and
automated testing methodologies was employed. While detailed in much further detail in the previously
shared Test Specification (TS) Document, it can be said that the testing process followed a systematic
approach, including the following steps:

o Test Environment Setup: A dedicated testing environment was created to mimic the production
environment while isolating it from any potential impact on live users or data.

e Test Scenario Design: Test scenarios were designed to cover various integration points, data
exchanges, and user interactions between the integrated components.

o Test Data Preparation: Relevant test data was generated and configured to simulate real-world
scenarios and evaluate the behavior of integrated components.

e Test Execution: The designed test scenarios were executed, and the responses, data exchanges,
and system behavior were closely monitored.

o Defect Identification and Reporting: Any issues or discrepancies identified during the testing
process were logged as defects and reported to the development team for resolution.

o Retesting and Regression Testing: After defect resolution, retesting was performed to ensure
that the integration fixes did not impact the functionality of previously tested components.

Test Scenarios:

The integration testing process encompassed a wide range of test scenarios, covering various aspects of
component integration. Some of the key test scenarios included:

e Assessing data exchange and compatibility between different modules, such as the
Entrepreneur Management, Mentorship, Investor, and Reporting modules, to ensure seamless
information flow and consistent user experience.

o Verifying seamless user authentication and data synchronization between the Smartnet MIS
Platform and the ME-Learning platform through Single Sign-On (SSO) integration.

e Testing the functionality of email notifications and communication between the Smartnet MIS
Platform and the YTU mail system.

e Validating the integration of Google Recaptcha into relevant sections of the platform to ensure
reliable spam prevention and security measures.

Test Results:

The integration testing phase yielded positive results, confirming the successful integration of
components within the Smartnet MIS Platform. The test scenarios were executed, and the system
exhibited the expected behavior, validating the interoperability and reliability of the integrated
components.
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We can confidently say that the integration testing phase successfully verified the interoperability,
reliability, and seamless functioning of the integrated components within the Smartnet MIS Platform.
Any identified issues or defects, reported thru the JIRA platform, were addressed promptly by the
development team to ensure a high-quality and seamless user experience.

4. RESULTS & CONCLUSION

In conclusion, the deployment of the Smartnet MIS Platform has been a significant milestone in the
project’s journey. The Technical Assistance Team (TAT) and the software development team have
successfully deployed the platform, ensuring its stability, functionality, and performance. Through
meticulous planning, testing the platform has been implemented without any major issues or
disruptions.

The integration phase of the Smartnet MIS Platform was successfully executed, ensuring seamless
interoperability and reliable data exchange between its internal modules and external systems. The
integration process followed industry best practices and employed a combination of manual and
automated testing methodologies to verify the effectiveness of the integration. The integration of
external components, such as the Single Sign-On (SSO) integration with the e-Learning platform (ME-
Learning), YTU mail system, and Google Recaptcha, has further enhanced the platform’s capabilities and
user experience.

Moving forward, continuous monitoring, maintenance, and updates will be crucial to ensure the
platform remains secure, reliable, and meets the evolving needs of its users. The deployment of the
Smartnet MIS Platform sets a solid foundation for the project’s success, and it is an exciting step towards
empowering entrepreneurship and fostering a vibrant entrepreneurial ecosystem.

The Smartnet MIS Platform, with its robust software framework and well-designed components, is now
fully operational and ready to serve its intended purpose. It provides a comprehensive solution for
entrepreneurship management, offering valuable resources to entrepreneurs, mentors, and investors.
The successful deployment of the platform is a testament to the expertise and dedication of the project
team.
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